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ABSTRACT
Artificial intelligence (AI) has the potential to bring significant ben-
efits to highly regulated industries such as healthcare or banking.
Adoption, however, remains low. AI’s entry into complex socio-
techno-legal systems raises issues of transparency, specifically for
regulators. However, the perspective of supervisors, regulators who
monitor compliance with applicable financial regulations, has rarely
been studied. This paper focuses on understanding the needs of
supervisors in anti-money laundering (AML) to better inform the
design of AI justifications and explanations in highly regulated
fields. Through scenario-based workshops with 13 supervisors and
6 banking professionals, we outline the auditing practices and socio-
technical context of the supervisor. By combining the workshops’
insights with an analysis of compliance requirements, we identify
the AML obligations that conflict with AI opacity. We then formu-
late seven needs that supervisors have for model justifiability. We
discuss the role of explanations as reliable evidence on which to
base justifications.

CCS CONCEPTS
• Social and professional topics→ Automation; Socio-technical
systems; • Human-centered computing → Empirical studies
in HCI; • Applied computing→ Law.

KEYWORDS
justifiability, explainability, highly-regulated environment, anti-
money laundering, AI regulation
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1 INTRODUCTION
AI regulation has been rapidly gaining interest due to the advances
of generative AI and the emergence of new AI regulations1. How-
ever, highly regulated industries, such as banking, healthcare, and
the military, already have structures in place to deal with techno-
logical risks. These domains are characterized by well-established
norms, experience in putting principles into practice, a common
goal of social welfare, and robust professional accountability mech-
anisms [84]. In banking, machine learning adoption is on the rise
[36], with regulators sometimes encouraging industry players to
consider AI to improve the efficiency of their systems [12]. How-
ever, little new regulatory guidance has been provided to address
the specific risks of AI [37, 104] and firms call for a more proactive
regulation approach [36, 109]. Truby et al. [109] notes an overall
lack of guidance on AI use from “typically cautious financial regu-
lators”. Overall, clarification is needed on how current regulatory
mechanisms address the risks of AI.

In this paper, we focus on a highly-regulated area, anti-money
laundering and countering financing terrorism (AML-CFT). AI ap-
plications for AML-CFT, such as unsupervised anomaly detection,
have attracted increasing attention from both industry players and
academics for their potential to reduce compliance costs and detect
new patterns of money laundering that current rule-based systems
are not aware of [46, 100]. In experimental conditions, Weber et
al. [113] has found that these methods can reduce the number of
false alerts for money laundering by 20 to 30%. The impact of such
technologies is all the more promising as current AML-CFT sys-
tems are relatively ineffective [9]. The United Nations Office on
Drugs and Crime estimates that between 2 and 5% of global GDP
1For example, the developments of the AI, Digital Services and Digital Markets Acts
in Europe and the Algorithmic Accountability Act in the US this year [29, 31, 117].
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is laundered each year and less than 1% of these funds are seized
or frozen [111]. Banks have been increasingly touting the use of
artificial intelligence (AI), to the extent that AI use for AML-CFT
is entering a tipping point. Big tech companies have also begun
to provide AI services for AML-CFT systems within banks, such
as Google’s collaboration with HSBC which resulted in a 60% re-
duction of false positive alerts and quadrupling the number of true
positives [106].

Kruse et al. [57] argue that the primary challenge posed by AI
algorithms in the finance industry is related to their opacity. As
highlighted by Kuiper et al. [58], AI opacity undermines the ability
of financial institutions and regulators to control their systems,
thereby posing a risk to financial stability, institutional trust and
consumer protection [58, 79]. In AML-CFT, concerns of regulators
have also focused on the lack of transparency in AI models and on
measuring their added value [45]. In October 2022, however, a Dutch
court ruling confirmed that the financial institution Bunq could
use AI for AML-CFT despite reservations from the regulator [108].
Overall, it is undisputed that a certain level of transparency is
required for AI models [77]. It is rarely specified, however, to what
extent and why AI explanations should be generated in relation to
applicable legal requirements. Moreover, few studies have explored
the regulator perspective, despite the fact that they are an essential
audience of AI explanations.

In banking, a distinction is made between regulators, who are
responsible for drafting the rules, and supervisors, who verify
that the rules are applied. In this paper, we focus on AML-CFT
supervisors in France, also referred to as controllers, who act as the
national public auditors of AML-CFT systems in banks. We strive
to understand the supervisors’ perspective on AI transparency
and justifications in this context of the highly regulated AML-CFT
environment in France. Specifically, we leverage two scenarios
of promising AI applications from the AML-CFT literature and
conceptual design artifacts of AI justifications and explanations
[40]. We outline the justification requirements and information
needs of supervisors regarding AI systems to help banks better
design justifications for AI systems and to help supervisors build
relevant explainability and testing solutions for auditing purposes.
Grounded in the context of AML-CFT, our study is guided by the
following research questions:

• RQ1:What are regulatory supervisors’ current auditing prac-
tices and socio-technical context? (Section 4.1)

• RQ2: How does AI opacity conflict with compliance require-
ments and to what extent can justifiability address these
tensions? (Section 4.2)

• RQ3: What are the needs of supervisors for justifiability of
AI systems? (Section 4.3)

Our study adopts two original approaches. First, the needs and
context of regulators, supervisors, and auditors is not currently
well understood. By exploring their justification needs, we can
reduce regulatory uncertainty around the use of AI. Investigating
the supervisor perspective will inform how existing accountability
mechanisms can be applied to AI technology. Second, in order
to fully understand the objectives and needs of supervisors, it is
necessary to consider the legal requirements. As such, we conduct

a multi-pronged socio-techno-legal study of these users and their
context.

Our contributions can be summarized as follows:
• we describe the socio-techno-legal supervision system and
auditing approaches in the AML-CFT context,

• we assess compliance obligations specific to AI-enhanced
AML-CFT systems highlighting why the opacity of AI sys-
tems may pose problems with regard to AML-CFT obliga-
tions,

• we formulate supervisors’ needs in terms of model justifica-
tions and explanations,

• we demonstrate the complementarity of a dual HCI and legal
methodology to fully understand regulatory supervisors’
justifiability needs.

We begin by presenting the related literature and the relevant
background in AML-CFT. We then describe our methods and find-
ings. We conclude with a discussion regarding the role of explana-
tions for justifiability. We consider explanations’ limitations and
alternatives such as system-wide testing. We hope that these find-
ings will help AI adopters in finance, and in other highly regulated
environments, to design more effective justifications of AI decisions
and systems.

2 BACKGROUND AND RELATEDWORK
2.1 Terminology
This section clarifies the key terms we use throughout this article
and the way the concepts relate to each other. It sets the stage to ar-
ticulate the role of explanations for justifications, which is discussed
in Section 5. Further, our focus on justifiability has implications for
notions of auditability and accountability.

Explanation, explainability, explainable AI. Explanations of AI
systems are transfers of knowledge about the behavior AI systems
[49, 82]. Henin and Le Métayer [49] state that explanations are
“descriptive and intrinsic in the sense that they only depend on the sys-
tem itself”. Explainability broadly refers to providing explanations
of AI systems to relevant stakeholders to scrutinize AI models in
their development, implementation, and deployment stages [50].
Explainable AI (XAI) is the technical arm that aims to provide ex-
plainability. Following Markus et al. [75] and Gilpin et al. [43], an
AI system is explainable if it is intrinsically interpretable, or if it is
complemented with an interpretable and faithful explanation.

Justification, justifiability. As presented in this paper, regulatory
supervisors expect a “justification” by regulatees that an AI system
or decision complies with a legal standard, rule, or objective. Justi-
fications are therefore crucial in the process of verifying regulatory
compliance, which involves auditability and accountability. Accord-
ing to Henin and Le Métayer [49], a justification, or “justifiability”,
is an argumentative process that refers to external norms to argue
that a decision (or a system) is “good” (or adequate). Justifications
are normative and extrinsic [49, 52] as they are grounded in ex-
ternal norms, such as legal requirement. In Section 5, we argue
that justifications must also be grounded in intrinsic and accurate
information about AI systems implementation, such as through
explanations.
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Audit, auditability. In the context of a regulated environment,
an algorithmic audit is a governance mechanism in which inspec-
tors participate in a field experiment to diagnose compliance risks
associated with AI systems in relation to specific regulations2. “Au-
ditability” of AI systems enables "the assessment of algorithms, data
and design processes"[51] and permits auditors to conclude on the
compliance of AI systems [95, 105]. The EU’s High Level Expert
Group on AI noted the key role of auditability for accountability
[51].

Accountability. According to Doshi-Velez et al. [24], accountabil-
ity is "the ability to determine whether a decision was made in
accordance with procedural and substantive standards and to hold
someone responsible if those standards are not met." Additionally,
an important element of accountability is the capacity to demon-
strate compliance. Felici et al. [33] states: "Accountability involves
[...] demonstrating ethical implementation to internal and exter-
nal stakeholders". We believe that this demonstration element is
provided by justifications.

2.2 Understanding user needs for explainability
To inform the design of explainability systems, HCI researchers
have relied on cognitive theories about how users explain [7, 23, 44,
66, 68, 82, 99, 112], on interviews [26, 55, 64, 65, 74, 102, 110] and
participatory design [18, 92, 112] to learn about users’ contexts and
needs. These approaches are the starting point for the disciplinary
triangulation characteristic of the HCI field between natural science
theory, artefact design, and scientific observations to design em-
powering systems [73]. Some of this work has helped to delineate
groups of users [76, 85, 103, 107], or to identify the different ques-
tions that users ask of AI systems [27, 64, 66, 67]. Work exploring
user needs through interviews have provided detailed insights on
specific user groups, contexts and AI applications. For example, Liao
et al. [64] created a bank of questions that users may have on AI sys-
tems, building on 20 interviews with UX and design practitioners.
Sun et al. [102] conducted workshops with 43 software engineers
to explore their explainability needs when using generative AI for
code. Ehsan et al. [26] interviewed 29 AI users and practitioners to
learn about the socio-organizational context of XAI-aided decision
making, a perspective they call "Social Transparency". Chazette
and Schneider [16] further emphasised that the elicitation of ex-
plainability needs should also take into account laws and norms,
cultural and corporate values, domain aspects, and organisational
constraints such as time and resources [74]. Scenario-based design,
[14], in which participants are engaged in a scenario to elicit their
feedback, has often been used to understand explainability users
in various context [19, 65, 102, 116]. However, no work in the HCI
field has addressed the elicitation of explainability needs using both
a scenario-based and a legal approach, to the best of our knowledge.
Our view is that it is particularly relevant to the study of the needs
of regulators.

2.3 Designing AI justifications for compliance
As noted by Hildebrandt [52], explainability is only a small part
of the justifiability equation for AI systems and may obscure the

2Definition adapted from [81, 87, 98]

bigger picture. However, the notion of legal justification of AI sys-
tems has not received as much traction so far; explainability has
received much more attention. Specifically, “legal explanations”,
i.e. explanations designed to support the legal compliance pro-
cess, have been examined by XAI researchers [4, 15, 25]. The re-
quirements of the General Data Protection Regulation (GDPR) [30]
to provide users with “meaningful information about the logic
involved” have received much attention from explainability re-
searchers [10, 20, 24, 47, 48]. Recent work reviews in detail the
legal requirements for explainable AI [10, 24, 88, 93]. Naninni et al.
[88] highlight that regulations are informed by coarse notions of
explanations. Nevertherless, Doshi-Velez et al. [24] argue that “legal
explanations” are technically feasible, mainly through local expla-
nations and counterfactuals. Bibal et al. [10] presents four levels of
explanations to meet the different types of requirements: explana-
tion of the main features, of all features, of the features involved in
a decision, and of the whole model. However, this interdisciplinary
body of work, has not yet adopted a user-centric approach to study
the needs of regulators, who are the main end-users of such “legal
explanations”[8].

2.4 Auditing AI systems
Some work has emerged to define AI auditing and its role in rela-
tion to traditional audits [81, 98, 105] or to outline audit approaches
and principles [56, 87, 94, 98]. Sandvig et al. [98] first introduced
the notion of algorithm audit, with the application of Internet plat-
forms algorithms in mind. Mökander et al. [87] summarized the
promise of AI auditing in three ideas: it is procedurally regular and
transparent, it enables proactivity in addressing AI harms, and it is
conducted by independent parties. Koshiyama et al. [56] give four
main verticals of algorithm auditing: performance and robustness,
bias and discrimination, explainability, and privacy. The first ver-
tical encompasses concepts such as resilience to attacks, fallback
plan, accuracy, reliability, and reproducibility. They define seven
levels of explainability, corresponding to increasing levels of access
to information up to the complete "white-box" setup. Raji et al.
[95] drew lessons for AI auditing from industries including finance.
The authors discuss the historical role of internal audits in this
domain and their focus on organisational aspects and risks. They
also consider financial auditing to be "lagging behind the process
of technology-enabled financialisation of markets and firms". The
literature on AI auditing is still in its infancy [32], and has so far
only focused on definitions and methodological aspects of audits
from a theoretical point of view. Very little research has offered
qualitative empirical insights on the socio-techno-legal aspects of
AI audits.

2.5 The AML-CFT context
2.5.1 Overview. Money laundering is the action of concealing the
origin of funds illegally obtained. Terrorist financing is a different
process: it involves concealing the destination of funds by raising,
storing, moving, and using the money [63]. To detect these financial
crimes, AML-CFT laws require banks to carefully control with
whom they are engaging in a business relationship and to actively
monitor their customers’ transactions [9]. This implies that banks
map out the money laundering risks to which they are exposed,
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taking into account their activities and customers, and putting in
place a detection system, including an often automated “transaction
monitoring system” that flags unusual activities. In general, this
rule-based approach begins with an alert first triggered from an
automated system usually based on rules (such as “transaction is
superior to a certain amount”), then it is quickly reviewed by a
human analyst and either closed or passed on to a second level of
review. If the alert is still considered suspicious at this stage, a case is
created and a more extensive investigation is opened to be reviewed
by more experienced analysts. If the suspicion is confirmed, it is
reported to the national financial investigative body—TRACFIN
in France—which conducts a deeper investigation [54]. If there is
evidence of a financial offence, the case is passed on to the law
enforcement authorities 3.

2.5.2 Legal requirements. AML-CFT laws propose a risk-based
approach, meaning that banks have to identify the risks they are
exposed to and take appropriate measures to mitigate them [34].
The risk-based approach to AML-CFT is widely adopted and has
been recommended by the Financial Action Task Force (FATF), the
intergovernmental organization dedicated to combating money
laundering and the financing of terrorism, to its 39 members, which
includes 24 non-EU countries [35]. It is also the standard approach
in Europe having been recommended by the European Banking
Authority [28].

The banking sector also has “internal control” obligations that
constitute a set of safeguards enabling financial institutions to con-
trol the risks of their activities [95, 101]. EU countries are subject
to such requirements under Directive 2013/36/EU. Under these re-
quirements, banks have to implement three “lines of defense” to
ensure that their financial activities remain legal: level one corre-
sponds to the day-to-day business operators; level two requires a
separate unit responsible for monitoring level one; level three is
an audit team that intervenes periodically. If banks fail to comply
with these obligations, they can face heavy fines by the national
supervisory authority. In France, these fines amounted to several
million euros between 2016-2021, sometimes amounting up to 6.5%
of the fined banks’ revenues [21].

2.5.3 The role of supervisors. Supervisors are agents of regula-
tion. In France, their role is laid down in the regulation4, and de-
scribed on the French Regulator’s website5. Supervisors monitor
the compliance of financial institutions with European and national
AML-CFT laws. They also influence the development of AML-CFT
frameworks by synthesizing gaps, threats, and best practices at the
national level. For example, the French supervisor annually reports
on the threat posed by money laundering and terrorist financing
and often publishes guidelines and thematic reviews detailing the
supervisor’s expectations and interpretations of the law.

2.5.4 AI for AML-CFT. Banks have only recently begun to explore
the use of machine learning in AML-CFT, but it is one of the most
impactful applications of AI in banking [39]. AI development is
mainly due to two factors. Firstly, AI promises better performance

3c.f. Figure 1 in [60].
4In Articles L561-36 to L561-44 of the French Monetary Code.
5https://acpr.banque-france.fr/controler/lutte-contre-le-blanchiment-des-capitaux-
et-le-financement-du-terrorisme/presentation-du-controle-lcb-ft

than traditional detection systems, which are based on known
scenarios of money-laundering schemes. The most promising use
is through unsupervised and reinforced learning that have the
potential to detect anomalies which shed light on typologies of
money laundering that have not been previously reported [13]. AI
can also help set smarter alert thresholds, help human analysts
prioritize alert treatment, and enhance the quality and diversity of
the data used in criminal investigations [17, 59, 61, 69, 89]. Secondly,
AI enables banks to cut costs by alleviating repetitive tasks and
reducing the human staff required to review alerts [91, 100].

However, AI is still a relatively recent topic in AML-CFT, and
AI-based systems have been subject to few, if any, regulatory audits
to date. So far, only a handful of national supervisory authorities
have expressed positions on AI. In 2018, the Monetary Authority of
Singapore stated to be “in agreement that such advanced technolo-
gies can and should be leveraged by banks” [100]. A report on AI for
AML in Norway, however, argues that banks “as well as regulators
have historically been reluctant to use AI” [91]. The Dutch Central
Bank (DNB), in November 2022, was hesitant over machine learn-
ing technologies for AML as illustrated in a regulatory sanction
[11] but has since cautiously opened the door for its use [53, 100].
The French supervisor has not yet expressed clear guidance on
AI but has been generally open to the technology. They have also
developed an internal AI-based tool to challenge the performance
of banks’ systems [62].

2.5.5 Explainability and transparency in AML-CFT. Explainability
(XAI) has often been presented as a requirement to meet compli-
ance standards in AML-CFT [1, 5, 39, 42]. In her 2022 speech about
technologies to fight financial crime, Elizabeth McCaul, member
of the Supervisory Board of the European Central Bank (ECB),
presented explainability and transparency as “two of the most im-
portant challenges for AI” [77]. However, the specific requirements
for explainability and transparency remain vague and general. It is
not yet clear which precise legal requirements they would fulfill.

Nevertheless, several efforts to build explainability solutions
have emerged in AML-CFT over the past few years. According
to Kute et al.’s review of AI solutions in AML-CFT [60], 51% of
the scientific papers that present a machine learning method for
AML also consider the explainability of their solution, such as
knowledge-graphs rule-based reasoning approaches [5]. Weber et
al. [114] identify case studies from the literature where AI and XAI
were successfully applied in real financial contexts. The paper also
stresses that XAI in AML is under-explored. However, the majority
of these contributions are in computer science and do not consider
the complex realities of the AML-CFT context.

Some studies have provided more detail on users needs for ex-
plainability in AML-CFT. Recent work has emphasized the need to
understand why an AI model raised an alert and understand the
main features that drove the decision, for the banks’ investigators
and the national financial investigative bodies [1, 5, 17, 19, 42]. The
purpose of this explanation is to provide sufficient evidence about
the suspiciousness of a case [60]. Gerlings et al. [42] investigated
the need for XAI in AML-CFT for banks’ investigators and capac-
ity planners. They highlighted the need to explain the reasons for
automatic closures of alerts and demonstrate the risk of bias when
the scoring of an alert was made visible to the investigators.
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However, very few studies have explored user needs from the
perspective of supervisors. While Gerlings et al. [42] hypothesize
that “auditors may require additional information on the model
logic”, they do not describe the supervisor’s explainability require-
ments in more detail. Kuiper et al. [58] explored the perspectives of
banks and supervisors in the Netherlands regarding explainability
in three financial domains, including AML-CFT. They found that
supervisors expected explanations to have a broader scope than
banking practitioners, who have a more technical and local under-
standing of explainability. They did not, however, detail the goals
and needs of supervisors for explanations nor justifications and did
not consider the legal requirements supervisors expect to see in
model explanations.

3 METHODS
This section presents the qualitative methods we used to under-
stand the socio-techno-legal supervision system in AML-CFT and
supervisors’ needs for model justifiability. We first conducted five
semi-structured, scenario-based workshops of two to three partici-
pants with 13 supervisors in total. At the beginning of our research,
we had initially planned to study the need for transparency and
explanation of the models, both for the supervisory authorities and
for the banks, but we shifted our focus early on to the supervisory
authorities in order to provide a more targeted and in-depth anal-
ysis. We nevertheless ran one workshop with participants from
a large French bank, which improved our understanding of the
existing supervisory mechanism from another perspective: that of
regulated entities.

During the workshops, we observed that the participants, partic-
ularly the supervisors, consistently referred to legal requirements
or regulatory sanction cases when asked about the questions they
had about the AI systems and the explanations or justifications they
wished to see. This prompted us to find out more about the AML-
CFT laws that participants referenced. Additionally, we noticed
that the existing scientific or grey literature did not clearly indicate
which legal requirements could undermine the use of AI. For that
reason, we adjusted our initial research questions and added the
RQ2 on how AI opacity conflicts with compliance requirements.

We present below the different methodological building blocks
we used in the study, presented in chronological order of implemen-
tation. First, we present the procedure, artifacts used, and analysis
for the workshops. We then present the methodology we used to
complement the analysis of the workshops with regulation-driven
needs for algorithmic justifiability. Lastly, we present our findings in
post-analysis interviews with two experts in AML-CFT regulation.

3.1 Scenario-based semi-structured workshops
3.1.1 Procedure. All workshops were held in person at the par-
ticipants’ workplace and lasted between 90 and 100 minutes. Par-
ticipants were not compensated. Upon their arrival, participants
were asked to read and complete a paper consent form. The con-
sent form included a description of the purpose and possible risks
(mainly confidentiality) of the study, the mitigating measures we
implemented to ensure the confidentiality of the recordings and
data presented in a publication, and finally their consent to volun-
tarily participate in this research and to be recorded. They were

then asked to answer preliminary questions about their expertise
in AML-CFT and their familiarity with AI on a printed form. The
interviewer then detailed the workshop agenda.

The workshop questions focused on 4 main themes. First, par-
ticipants were asked about the existing compliance procedure in
AML-CFT in their profession (either controllers or bank practition-
ers). The following questions addressed the use of AI in AML-CFT to
understand participants’ impressions of AI. We originally planned
this to find out more about how banking supervisors and practi-
tioners envisage AI’s future in AML-CFT. However, as the French
supervisors were about to publish their position on AI at the time
of the study, they considered this information to be too sensitive.
We therefore limited the scope of our research to justifiability and
explainability needs. We then presented participants with a sce-
nario in which a supervisor controlled an AI-enhanced transaction
monitoring system. We asked participants which kind of questions
they had about the AI system and what kind of justifications they
wanted to see. This scenario-based elicitation approach was used in
prior research to understand users’ needs for justifications and ex-
planations [64, 65, 96, 102, 116]. Finally, conceptual design artifacts
[40] of different explanations and justifications were presented to
the participants for fictitious alerts. Participants were invited to
discuss the relevance of the justifications and their limitations. As
seen in Section 2.5.4, AI’s entrance in AML-CFT is a recent topic
where regulatory thinking has not yet matured. Some of the ques-
tions therefore called for speculative thinking. For this reason, we
chose to interview the participants in small groups, so that they
could discuss these issues together [86].

3.1.2 Participants. One of the authors had several connections at
the French Supervisory Authority to help contact the appropriate
directors to obtain the necessary approvals to carry out the research
and to connect with controllers. We also learned that the French
Supervisory Authority has two departments, one for ongoing mon-
itoring of all financial institutions registered in France and one
dedicated to on-site inspections. We used the email lists for these
two departments to recruit participants, describing the purpose
of the research, the time, location, and agenda of the workshops.
In total, we recruited 13 controllers from the French supervisory
authority, 6 from the on-site inspections department and 7 from the
on-going monitoring department. They had between 1 and 20 years
of experience in AML-CFT supervision and their level of familiarity
in AI averaged 3.6 out of a Likert scale of 7; two participants had
extensive expertise in AI—familiarity level with AI was 7/7.

The participants from the large French bank were recruited by a
contact the authors had at the bank with a specific selection crite-
ria for the participants, i.e. people specialising in AML-CFT with
some previous exposure to AI and, if possible, also to supervisory
compliance. In total, six participants took part in the workshop.
Three participants’ expertise was AML-CFT compliance. The other
three participants came from machine learning model development.
Naturally, the participants in this study spoke in their individual
capacity and their views do not represent the official positions of
either the French Supervisory Authority or the Bank that employed
them.

Of the 6 workshops, 4 were recorded and 2 were not as some
participants did not feel comfortable with being recorded, notably
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due to the sensitivity of AML-CFT. However, participants who
did not want to be recorded agreed to the interviewer writing
notes. One of the unrecorded workshops was with controllers with
extensive AI experience, the other was the workshop with banking
actors. All participants were French and the quotes presented in
this paper were translated from French into English by the authors.
Table 4 in the Appendix details the profile of participants.

3.1.3 Artifacts provided. The scenarios featured a fictional char-
acter, Eric, whose role was either a controller carrying an on-site
mission at a Bank B (for supervisors) or Bank B’s head of compliance
(for banking practitioners).

We designed two scenarios involving two types of AI-enhanced
transaction monitoring systems which have been presented as the
most common applications of AI in the scientific literature [13, 42]
and in reports from the French supervisory authority [3, 25]. In the
first scenario, an unsupervised learning algorithm is used to detect
new typologies of financial crime. This algorithm triggers alerts
when it identifies a transaction as unusual for certain groups of cus-
tomers that it has defined. Those alerts come in addition to the ones
generated by the bank’s traditional rule-based system, which gener-
ates alerts based on predefined rules or “scenarios”, e.g. “transaction
for this specific customer group is superior to $10.000”. When an alert
is generated, a human analyst examines it and determines whether
the identified risk should be addressed by the creation of a new rule
in the traditional alert system. The second AI use case involved
scoring alerts from Bank B’s transaction monitoring system in or-
der to prioritise, redirect, or close them. For high-scored alerts, a
Suspicious Activity Report (SAR) was pre-filled automatically with
generic information to be sent quickly to the Financial Intelligence
Unit (FIU). Only one scenario was used in each workshop. The first
use case was used in three workshops and the second in the other
three.

For each scenario, we described fictional example alerts triggered
by the AI-enhanced AML-CFT system. For instance, the example
alert for the first scenario was an alert triggered by the unsuper-
vised AI module. An example alert for the second scenario was
an alert considered as low risk and closed by the AI. For these ex-
amples, we designed conceptual artifacts [40] of different types of
justifications and explanations. Our aim was to encourage partici-
pants to comment and imagine possible transparency solutions. We
tried to balance the concreteness and openness of these artifacts
and to leverage multiplicity in order to get feedback on the concept
of these justifications rather than on their design. We chose to show
the following justifications and explanations based on what we
considered as most common in the literature on XAI for AML-CFT
[38, 58, 60, 114].

• a visualisation of the context of the alert in the form of
graph networks

• a feature-based explanation showing the most important
variables for the AI-produced decision, their impact (positive
or negative) and their weight

• an uncertainty estimator showing the probability of the
alert to be suspect, as calculated by the algorithm

• a model documentation structure, including examples
of sections: role of the AI system, training data used, perfor-
mance evaluations, and choice of parameters.

• an example-based explanation presenting similar cases
and their outcomes.

• a certification of the design, development, evaluation and
maintenance of the model by an external body.We added this
artifact because it is one of the provisions in the upcoming
AI Act relating to high-risk AI systems.

Figure 1 presents the scenarios we showed to participants. The
conceptual justification artifacts are presented in Figure 4 of the
Appendix.

3.1.4 Analysis. We used a content analysis methodology [6] to
analyse the audio transcriptions—including question-answering
and think-aloud data—and the notes taken from the workshops.
The notes were taken by the interviewer during the workshops
and we recognise their limitations. Although they cannot reflect
the details and nuances of the participants’ thoughts and words,
the notes nevertheless capture the general and sometimes strong
opinions of the participants. The broad themes used for the content
analysis followed the workshop structure: (1) the socio-technical
context and (2) technical approaches of the supervisory authorities,
(3) the AML-CFT legal requirements, (4) supervisors’ questions on
AI, and (5) ideas for designing AI justifications and explanations.
Based on the open codes gathered for each of these five overarching
themes, we used axial coding to establish links between the concepts
and refine them [22]. The first author, who was also the interviewer
and note-taker for the non-recorded workshops, carried out the
thematic and axial coding for 5 workshops—three fully transcribed
and two partially-transcribed using notes. Another author analysed
the audio transcripts of a workshop and applied open thematic
coding separately. The two authors then discussed all the codes
they had created and refined them on a Miro board6.

3.2 Empirical legal research
As agents of regulation, supervisors’ goals are embedded in the
legal requirements they enforce. During the workshops, we ob-
served that not having a full grasp of the various legal themes to
which the participants were referring prevented us from capturing
their motivations to ask for specific justifications. Therefore, we
complemented the scenario-based eliciting approach with quali-
tative empirical legal research [115]. We believe that combining
needs elicitation with a legal analysis is key to fully understanding
regulator needs. In fact, the legal field is also keen on qualitative
approaches, using interviews and legal document analyses, with
methods similar to those used in the social sciences. Webley [115]
points out that “many common law practitioners are unaware that
they undertake qualitative empirical legal research on a regular
basis”. We conducted this legal approach in parallel to the analysis
of the workshops.

3.2.1 AI Compliance Assessment. Our methodology was adapted
to address our research question, as recommended by [115]. It
was carried out by the first author, who does not have a legal
background, but the methodology and findings were discussed
multiple times with another author with extensive experience in
legal practice and research. We began by a doctrinal research as
described by McConville [78], which consists in seeking what the
6https://miro.com/app/dashboard/

James Eagan
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Figure 1: Scenarios used during the workshops with supervisors, with a description of the two use cases of AI in AML-CFT, and
two examples of alerts that were generated or closed by the AI-enhanced systems. Only one of these case studies was presented
in each workshop.

law is in a particular area. We thus examined regulatory sanction
cases on AML-CFT, the relevant articles of the French Monetary
Code, and other useful legal documents on the advice of a lawyer
from the French Banking Supervisory Authority. The data collected
we used for this legal approach is detailed in Table 1. We narrowed
our focus on AML-CFT and internal control requirements, as these
are the requirements that banks are evaluated against during AML-
CFT supervisory audits. We identified the main legal themes and
specified their meaning, first using open coding on five regulatory
sanction cases, because they reflect how supervisors’ interpret and
structure AML-CFT laws. We then refined the themes with the rest
of the data collected. We used the scenarios we defined in Section
3.1.3 to assess how AI opacity impacts each identified theme. Finally
we conducted feedback interviews. In short, our method follows
these six steps:

(1) Identify the applicable laws in AML-CFT and define the
scope of the research through “doctrinal research”.

(2) Define the main themes in the applicable laws, building on
the format of the legal documents and invoked themes in
the workshops.

(3) Specify the meaning of the requirements in each theme,
drawing on the supervisors’ perspective and legal docu-
ments, such as case law, which inform on how the law is
commonly interpreted.

(4) Define scenarios featuring AI systems in AML-CFT.
(5) Consider how the opacity of these systems conflicts with

each sub-theme identified, which can also be formulated as
goals for which the supervisors seek transparency.

(6) Obtain feedback on our analysis from AML-CFT experts
during interviews.

3.2.2 Feedback interviews. Because step 5 of the above method-
ology can be somewhat subjective and potentially inaccurate due
to the lack of expertise of the first author in AML-CFT law, we
conducted two interviews to elicit feedback and corrections from
experts. The two participants were solicited upon advice from inter-
nal contacts at the French supervisory authority, given their unique
expertise in both AI and law. One of them was a lawyer and the
other an on-site inspector with extensive background in AI. Our pre-
interview included a presentation of the research, confidentiality
risk mitigation measures, and request to record interviews. We be-
gan by asking participants two general questions: what do they see
as the key challenges in assessing AI’s compliance with AML-CFT
requirements, and how does the opacity of AI make compliance
with AML-CFT requirements difficult. We then presented them an
initial version of Table 3 in the Appendix and asked for feedback.
Interviews were used to both correct and complement our prior
analyses. Interviews were recorded, transcribed, and two authors
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analyzed and coded them according to the process described in
Section 3.1.4.

Table 1: Data used for the empirical legal research

Type Document

Regulatory • Sanction Commission Decision 2022-04 against BMW Finance
sanction cases • Sanction Commission Decision 2022-02 against Financière des

paiements électroniques
• Sanction Commission Decision 2022-01 against Axa Banque
• Sanction Commission Decision 2021-05 of 1 December 2022
against Caisse régionale de Crédit agricole mutuel du Languedoc
• Sanction CommissionDecision 2021-01 of 1March 2022 against
W-HA

Law, orders • AML-CFT: Articles L561-1 to L564-2 of the French Monetary
and Financial Code [72]
• Internal control: French Monetary and Financial Code, Articles
L511-55, L522-6, L522-14 and L526-27, Order of November 3rd ,
2014 [71].

Soft law • Joint ACPR and Tracfin guidelines on reporting obligations to
TRACFIN
• Thematic review: Automated systems for monitoring of AML-
CFT transactions

Interviews • 5 Workshops with 13 supervisors/controllers
• 2 Interviews with 2 AI/AML-CFT supervisors

4 FINDINGS
The results presented in this section are structured around three
axes, each aimed at improving our understanding of a user group
that is under-represented in the literature: regulators, more specifi-
cally, supervisors in AML-CFT. The three axes correspond to our
research questions: understanding the supervisors’ socio-technical
context (RQ1), understanding the regulatory goals of supervisors
in AMl-CFT (RQ2), and articulating the supervisors’ needs for AI
justifications and explanations (RQ3).

4.1 Socio-techno-legal context and auditing
approaches of supervisors in AML-CFT
(RQ1)

Figure 2 provides an overview of the workshop findings and the
socio-techno-legal context of supervisors.

4.1.1 How are supervisory audits organized in practice? (socio-
organizational context). The French Banking Supervisory Authority
carries out two types of inspections: document-based control and
on-site.

The document-based control unit’s mission is to assess the
maturity of the AML-CFT system of each regulated entity in
France (around 1,300). This control is based on numerous records,
including an AML questionnaire that banks report annually and
exchange with the regulated entities. They then notify the banks of
their observations. This unit can also suggest on-site inspections,
as one participant notes: “when we see a lot of deficiencies, we will
inform the on-site inspection and propose that the establishment be
included in the investigation programme”.

The role of on-site inspections is to confirm the true state of
a bank’s declarations concerning their system for AML-CFT
and to assess their effectiveness. Inspectors will challenge a
bank’s system, observe how employees work, compare declarative

practices with what actually occurs, exchange information with
bank practitioners, and perform IT extractions to identify anymajor
deficiencies within the allotted time for inspection, i.e. a fewmonths.
One participant emphasised the importance of the iterative process
when communicating with banks which helps prevent misunder-
standings. Around 40 on-site investigations take place annually
[2]. Following the findings of an on-site inspection, a sanctions
committee may then be called upon to decide whether a penalty
should be imposed. Figure 3 details the anti-money laundering and
terrorist financing controls for the French supervisor.

It is worth noting that the large majority of controllers have a
legal background with expertise in financial crime analysis. Many
participants, therefore, expressed unease with complex statistical
tools such as AI. For example, some participants said “our IT skills
are a little limited” (P3) and expressed their lack of computer sci-
ence knowledge to deal with the particularities of machine learning
models. One of these participants, however, was aware of unsu-
pervised and supervised learning and many participants with little
familiarity with AI were able to generally describe the functioning
of the AI-based systems they had seen in banks. Moreover, on-site
missions include at least one computer scientist to support non-
tech controllers. One participant stated “When you need to go into
details, you need to have knowledge, experience or even ideas of what
to do. Their [the banking actors’] job and ours is evolving, we’ll have
to speak both the financial crime and python languages” (P11).

4.1.2 How do supervisors describe the legal context in AML-CFT,
specifically transaction monitoring? Section 2.5.2 provided an objec-
tive review of the legal context. Below we give a brief impression
of participants’ perspectives on these regulations. Supervisors de-
scribed the AML-CFT regulation as “prolix” (P1) and “subtle, with
high expectations and not much room for error” (P11). Another par-
ticipant added that “every system, even the best, does not detect
everything, confirming that a small margin for errors is left in
transaction monitoring given there is an obligation of implement-
ing the best means and not an obligation of results. Just as there
exists a small margin for error for data quality—roughly below
5%—they expect AI tools to also make errors. Supervisor tolerance
is qualitative, and depends on error severity and systematicity. It
was also noted the regulation does not stipulate a requirement to
automate tools. It is instead the size of the regulated entity and
its volume of transactions that will drive an implementation of
automated “scenarios” and ultimately, AI. One participant noted
that “[Banks] are fairly up to speed with regulation, they will end up
on AI one day or another.”

4.1.3 What are the approaches of supervisors to audit the auto-
mated AML-CFT systems in banks (technical context)? Participants
emphasized that there is no single approach to auditing; all au-
dits adapt to their context. We identified, however, some common
approaches to auditing. Investigations or document-based assess-
ments usually start by examining the risk classification of banks—
“everything flows from the risk classification”. Banks must produce
this document, which identifies the money laundering and terror-
ist financing risks related to the bank’s activities, size, customers,
etc. Supervisors can then identify gaps in the identified risks, in
the risks covered by scenarios, and other automated tools. Then,
during controls, supervisors assess the quality and compliance of
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Figure 2: Summary of the workshops, with socio-techno-legal context of supervisors, supervisors’ questions on AI, AI auditing
approaches ideas, and ideas for justifications and explanations.

two aspects of the bank’s AML-CFT systems: processes and results.
Approaches to evaluate results may pinpoint failures in the process
and vice versa. Audit strategies of AML-CFT frameworks can be
broadly summarized in three approaches: “global”, “global to local”
and “local towards global”.

Global approaches consist in looking at metrics character-
ising the efficiency of AML-CFT devices. These metrics include,
for example, the number of alerts generated, the number of rein-
forced examinations, and the number of SARs. Supervisors interpret
these metrics in relation to the bank’s characteristics; as a partici-
pant notes, “We’ll see if they’re consistent with the establishment’s
activity” (P3). It takes some time, however, for these measures to
reflect the value of a new tool: “as long as the scenario hasn’t really
run for a year, we won’t have very interesting statistics” (P4).

Furthermore, a “global to local approach” enables controllers
to find cases to investigate. The French supervisory authority re-
cently developed an AI-based tool, “LUCIA”, to support controllers
in sampling cases and comparing them with the bank’s results [62].

Participants highlighted time-saving and novel offerings of this tool:
“It makes it possible to review, I don’t know, thousands of operations,
whereas as an on-site controller we can see a panel of about fifty
operations.” (P8). P1 reported that the work of controllers is often
very tedious and stressed the need for tools like LUCIA, “so that we
are in a position, not to anticipate anything, but to react to regulations
and perhaps to detect loopholes more easily.” (P1). P7 summarized
that the main goal of SupTech tools is to “enrich the control by giving
possibilities or ideas that the analysts would not have had or that they
would not have had the means to look at.” (P7).

Local approaches involve examining specific cases or part of the
AML-CFT framework to see if there are any crude errors in rea-
soning. Examining local cases can also give conclusions about the
results. The “local towards global” approach aims at drawing
conclusions on the system from ad-hoc observations. Super-
visors draw on a thread of errors observed in specific cases to trace
systematic errors in the system. This is enabled by “failure analy-
ses” or “sample analyses” which consist of examining cases either
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Figure 3: Flow diagram of the supervisor’s control procedures
in AML-CFT

brought to the attention of supervisors by TRACFIN or another
public authority, or drawn from a sampling strategy. Supervisors
ask “should the system have detected [the errors]? Was it within its
scope? Was it within its objectives and why didn’t it detect them, what
went wrong? ” (P14).

Overall, the superposition of different methods for auditing
and detecting financial crime in banks, whether AI-based or not,
improves the efficiency and robustness of the frameworks: “We
know that there will be illegal operations that go undetected. We can’t
detect everything, but there’s an obligation to try and detect as much
as possible, and if we start relying solely on AI, well, we’re bound to
miss things. But we’ll miss less if we superimpose different methods”
(P14).

4.2 What provisions in AML-CFT laws does AI
opacity conflict with? (RQ2)

This section presents the results of our compliance assessment, the
methodology of which was presented in Section 3.2. The paragraphs
below present a regulatory goal (RG) with which AI opacity can
conflict. Table 3 in the Appendix also provides a summary of this
analysis.

4.2.1 Verifying risk adaptation (RG1). As part of compliance re-
quirements, supervisory authorities verify the adequacy and com-
pleteness of a bank’s operation monitoring system in relation to
its risk classification7. Much of this assessment is based on a qual-
itative understanding of the reasoning and criteria used by the
system to generate alerts. This enables controllers to verify that im-
portant characteristics of the business relationship are considered
(e.g., income), or that the thresholds are relevant based on business
expertise. The opacity and complexity of AI led some participants
to fear that this assessment would become difficult: “We’re going
to end up with this like chickens with a knife and we won’t
know exactly why it generated this alert...we won’t be able to assess
the adaptation to the risk.” (P4)

7c.f. Article R. 561-12-1 of the French Monetary Code (CMF) and Decision against AXA
Banque of the 15/02/23

4.2.2 Verifying the bank’s ability to perform constant and careful
examination (RG2). Supervisors also have to verify that transac-
tion monitoring systems detect inconsistencies with up-to-date
customer knowledge and fulfill the bank’s obligations of carrying
out “careful examinations” of operations8. Supervisors typically use
performance metrics and a “local to global approach” to evaluate
this. As AI algorithms are opaque, however, supervisors may not
be able to establish if an ad-hoc error in detecting financial crime
is linked to a broader issue in the system. Moreover, clarifying how
AI systems adjust to input updates might be needed to comply to
constant vigilance obligations.

4.2.3 Verifying the bank’s ability to perform “enhanced vigilance”, to
produce quality Suspicious Activity Reports, and to update their risk
classification (RG3). Financial institutions also have the obligation
to increase surveillancewith regard to complex or risky transactions
and to submit high-quality SARs to TRACFIN. As one participant
said: “All alerts must be duly substantiated and analysed” (P10).
This implies that sufficient explanations be given on why a scoring
algorithm (as in the first scenario) considers an operation as risky
and why an alert was generated by an algorithm (as in the second
scenario), so that human analysts can write high-quality SARs: “We
need to be able to understand the criteria that generate a risk.
It’s a question of auditability. Actually, before that, it’s a question of
a human analyst’s ability to understand what to look at” (P14).

4.2.4 Verifying that banks can detect incidents and have control over
the purpose and operation of any device used (RG4). Internal control
obligations require banks to: be able to detect incidents; control the
operation of their devices, notably over time; demonstrate control
over the purpose of their system, particularly when it is provided
by a third party; and plan for safety nets in case of failures 9. How-
ever, AI opacity can prevent banks from correctly anticipating
failures— “If you don’t know what behaviour is expected, you can’t
say that there’s been a malfunction” (P10)—or detecting instabilities
like drift. The inscrutability of algorithms can also create depen-
dencies on AI: “there is a risk of dependence on AI if the criteria are
not understood” (P7).

4.2.5 Verifying the correct allocation of material and human re-
sources (RG5). AML-CFT laws also require banks to put in place the
tools and human resources needed to monitor operations10. Case
law indicates that it is a question of striking a balance between
human and automated tools. AI transparency will be needed to
show how human expertise and AI systems are balanced and
complementary. Many participants insisted that human expertise
cannot be replaced in many instances: “there is a human expertise
that cannot be replaced, particularly in advising banks on signs of
radicalisation...” (P1). For that reason, the auto-filling of SARs by
AI, if not verified and substantiated by a human, as presented in
scenario 1, was seen as problematic. Moreover, explainability can
have a major role in enabling transitions between machine and
human analysts and to ensure timely processing of the alerts, as
P10 noted: “There may be an impact of explainability on processing

8c.f. Article L561-6 of the CMF
9C.f Article R561-38-4 of the CMF, Order of November 3, 2014
10c.f. Article R561-38 CMF
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times”. Indeed, SARs should be filed without delay so that TRACFIN
can bring cases to court as quickly as possible.

4.2.6 Understanding the motivation for AI use (RG6). Some partici-
pants, during the semi-structured workshops, were also questioned
on whether banks needed to justify the use of AI. Most participants
claimed that while it is not legally required, it could help better
understand the implemented transaction monitoring system. One
participant explained: “I’d use motivate rather than justify, in
other words, the Bank is free to use AI. On the other hand, it must
always be able to motivate, to explain why such change in its system.”
(P7).

4.3 Supervisors’ needs for model justifiability in
AML-CFT (RQ3)

The summary of the workshops presented in Figure 2 shows the
questions that supervisors asked about the AI systems described in
the scenarios. Based on the supervisors’ regulatory objectives de-
scribed above and their questions about AI, we formulate supervisor
needs for justifiability below.

4.3.1 Understand the basics (N1). Supervisors who are primarily
lawyers require high-level explanations or machine-learning train-
ing to answer their questions like “How does it work?” and “What
are we programming exactly [in machine learning programs]?”.
They want be able to autonomously use a “Challenger” model, the
supervisor’s AI model, to assess the banks’ systems. As noted by
participant P11, controllers “have to be able to understand the
purpose and operation of the SupTech tools that their IT team
implements”. Their profession will evolve towards hybrid profiles
that are both legal and technical. However, the current challenger
model developed by the Supervisor, LUCIA, is designed as a support
tool for in-depth analyses. One participant explained: “Paradoxi-
cally, the stakes may not be so high because you get to the stage where
you’re digging into the details anyway, and then you abstract from
the surveillance system.” (P10).

4.3.2 Demonstrate legitimacy (N2). With LUCIA, supervisors are
in an advanced position where AI is challenging traditional rule-
based systems. The errors found during this process also highlight
the added-value of AI, one participant noted. However, participants
from the bank have stressed the need to be on a level playing
field, according to the legitimacy principle of due process
rights of regulated companies (“equality of arms”) [90]. For that
purpose, they would like to understand the data or methodology
used by the supervisor, especially data they do not have access to.
Banking professionals also wanted to know if the challenger model
was using sensitive data, or if it was discriminatory in any way,
as they are entities subject to privacy regulations11. Nevertheless,
a supervisor pointed out that they are rather at a disadvantage
when it comes to finding undetected financial crime, which fuels
their need for AI tools: “the tight time-frame [for investigations four
months]12, we need to start everything from scratch each time, the
11The participants from the bank were concerned that LUCIA would use insights
coming from comparisons with other banks or sensitive data, but this is not the case.
The AI-based supervisory tool only relies on the data provided by the inspected bank
[62].
12Which is already longer than in some other countries where investigations are
sometimes carried out quickly (a few days), the participant noted.

data, everything...” (P14). Supervisors have implemented question-
answering sessions for banks on this issue.

4.3.3 Measure global efficiency (N3). The global approaches de-
scribed in Section 4.1.3 to measure the AML-CFT framework per-
formance are likely to remain valid for any system, AI or not. One
participant indicated that “Even before AI, the black box phenomenon
already existed.”(P14). In particular, the current sampling strategy
by the supervisory authorities is still suited to assess AI-enhanced
AML-CFT systems. “For us, the most practical and realistic way
of checking that this [the system] is not absurd is not to look at
the parameterisation. Because it’s difficult to understand the effects
of a parameter when it interacts with other parameters. It’s a ques-
tion of seeing in situ how it behaves in reality when faced with
examples that we have selected ourselves.” (P14). A participant
indicated three main approaches envisaged for evaluating global
performance of AI-enhanced AMl-CFT systems: (1) compare effi-
ciency with the pre-AI system, potentially comparing performances
with similar establishments; (2) analysis of the “failures” reported to
the supervisory authority; (3) comparison of the banks’ results with
the results obtained using a challenger model on sampled cases.
The sampling approach was mentioned in all the workshops with
supervisors.

P1 and P2 also brainstormed about “simple, basic” indicators
to measure efficiency, using, for example, the ratio of suspicious
transaction reports to turnover “or something similar”, refined for
relevant clusters of similar establishments, potentially made with
AI. Aggregated statistics of this indicator could also be shared
with financial institutions to encourage improvement: “If we
give them the average, they set themselves a performance target which
is, I don’t know, like, 20% above average.” (P2)

Another group of participants felt more dismayed by the increas-
ing opacity and complexity of AI systems. They argued for another
approach to measure efficiency that relies more on financial intel-
ligence units: “The standard controller will be completely helpless.
We’ll have to change the way we monitor, we’ll have to work more
with the financial intelligence unit, TRACFIN, which will then be the
only one able to give an opinion on the alerts”.

4.3.4 Establish reprehensibility (N4). Despite implementing sam-
pling strategies, having a closer look into the AI system inner
workings might be necessary to establish the reprehensibility of the
errors detected. Understanding why a suspicious transaction was
not detected might help conclude on the systematicity, and there-
fore the reprehensibility of the problem. This requires a contrastive
explanation, focusing on the negative which answers questions
such as “why did the system behave in this way (letting the
fishy transaction go) and not in this other way (flagging the
transaction)?”. One participant described: “It’s the question of how
you go from analysing individual declarative failings to making struc-
tural observations about the structural failings of the system” (P10).
Banks also need to implement such explanations when implement-
ing anomaly detection AI systems, as in Scenario 2. In this case, the
unsupervised algorithm may encounter a risk typology not covered
by the bank’s traditional system. The bank then has to understand
why this risk was not detected and, if necessary, update the risk
classification.
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Need Description and related regulatory goal Model / XAI Developer Design ideas for explanations
and justifications

N1: General comprehension Understand how the challenger model works to ex-
tract relevant and representative case samples. Have
a general understanding of how the bank’s algorithm
works (RG6).

Challenger and Bank
model / Supervisor and
Banks

High-level and global explanations,
practice using the model and train-
ing, description of AI’s role.

N2: Ensure legitimacy and ef-
ficiency of challenger model

Monitor performance of the challenger model and
make banks appreciate the overall workings of the
challenger model.

Challenger model / Super-
visor

Global explanation, specific
question-answering with banks.

N3: Measure efficiency Measure the performance of the algorithm, not only in
absolute terms but also more concretely in a relative
way. Linked to (RG1), (RG2), (RG3).

Bank’s model / Bank and
Supervisor

Performance metrics: delays, num-
ber of SARs, number of reinforced
examinations, sampling analysis,
Tracfin’s feedback on alert quality.

N4: Establish the reprehensi-
bility of sampled error cases

Understand why a bank’s algorithm did not detect a
suspicious case, so as to understand if it was an isolated
event or part of a bigger pattern: is the error systematic,
reprehensible? Linked to (RG1), (RG2), (RG3).

Bank’s model / Supervisor Local feature importance, Conter-
factual explanations.

N5: Verify correct use of ex-
plainability

Ensure that banking analysts have a clear understand-
ing of the alerts they are required to handle, so that
they can produce high-quality analyses. Linked (RQ3),
(RQ4), (RG5).

Bank’s model / Bank Justifications that explanations for
analysts are present and efficient,
alert contextualisation.

N6: Verify human alignment
of decision criteria

Verify that the criteria used by AI to generate or esca-
late alerts are consistent with the risk exposure and
aligned with human expertise. Linked to (RG1), (RG6)

Bank’s model / Bank Feature combination used for a
few cases with justifications of the
weights (divide the full list of fea-
tures into groups for readability).

N7: Verify model control by
the bank

Ensure that the bank’s model does not drift over time,
that there is no bias. Linked to (RG4).

Bank’s model / Bank Justify the existence and relevance
of tests: Periodically draw up a list
of important factors, periodic hu-
man evaluation of an alert sample.

Table 2: Summary of supervisors’ needs for model justifiability, corresponding description, model concerned and developer of
justifications/explanations, and justification and explanation design ideas that emerged during the workshops.

4.3.5 Verify and challenge banks’ AI understanding (N5, N6, N7). As
noted in Section 4.2.3, supervisors may need to examine a bank’s
explanatory practices to ensure that analysts are able to under-
stand alerts and justify their suspicious nature (N6). To that end,
justifications based on local feature importance explanations, which
would be implemented by banks, have been preferred by partici-
pants: “The feature importance explanation is more interesting
than the example-based one, which is quite limited eventually”
(P7). Bank participants said they were currently testing an expla-
nation based on Shapley values [70]. The contextualisation with
graphs networks has also been appreciated by some participants.
In the advent where graph neural networks would be used, we can
also imagine that graph visualisation will be highly recommended
by supervisors, as is the case for digital asset service providers
using blockchain, one participant commented. Views regarding
uncertainty estimators were divided. One participant mentioned
that: “It is important to know whether the connections made are coin-
cidental or not” (P14). However, some participants warned against
the confirmation bias it can trigger: “all these very precise indicators
create a push-button risk: as soon as there’s a lot of red, bang! [the
alert is escalated]” (P9). Bank participants also confirmed they saw
investigators fall into this bias when testing explanations.

Supervisors also want to verify the human alignment of
the decision criteria used by AI systems (N6). Even though the
need for explanations of supervisors is more global, they may look
for ad-hoc examples of local explanations: “We’re more interested
in the global [...] We’ll ask them for local, but local examples for
specific cases.” (P7). Supervisors will not only be interested in the
explanation, but more importantly in the justification of why or how
developers have validated these feature weights: “The weight has to
be less than... OK a priori, but why?”(P6) ; “It can be a relatively
aggregated explanation, i.e. we’re not trying to go into the details
of the calculation, but to identify the main steps” (P8).

Finally, supervisors also need justifications that banks control
what their AI system is doing (N7):“It’s the idea that it creates a
dependency on the AI and that the day the AI changes or is hacked,
we don’t notice the change because we don’t know what was at the
origin?” Feature-based importance was seen as useful to that goal:
“With the feature importance explanation, we’ll be able to assess: are
we in agreement with all these factors?” (P7). Another participant
mentioned that justifications, such as the daily number of alerts
generated and periodic human verification of a sample of
alerts could be effective measures to prevent drift. Documenta-
tion was also seen as crucial for N7 and N6: “Documentation is
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super-important to check that they master their tools” (P9). Certifica-
tions from third parties, however, elicited more cautious responses.
Some supervisor participants argued that, if certification was to
become the norm for AI models, it would put regulators in the
difficult position of having to adjust the scope of their audits. Other
participants from the AML department of the supervisory authority
said they would ignore this third party accreditation as it infringes
upon their role.

5 DISCUSSION
In this section, we discuss the importance of relying on accurate
information about AI systems to justify compliance, explanation
limits and alternative approaches like tests and challenger models.

5.1 The role of explanations for justifications
In this paper, we saw that regulators mainly seek justifications
from regulatees, i.e. argumentative demonstrations that their AI
systems comply with certain legal requirements. Justification is
therefore a critical element in the process of enforcing regulations,
i.e. for auditability and more broadly for accountability [51]. Just
like explanation, justification is a process [82]. One participant
mentioned the importance of exchanging with regulatees. Another
mentioned that “justifications are meant to be challenged” (P11).

[48, 49, 52] argued that explanations are not sufficient to justify
a decision. Further, Hildebrandt [52] added “we must not allow
the discourse of explainability to stand in the way of the question
whether a decision is legally justified, which requires a specific
type of legal reasons” [49, 52]. Additionally, Henin and Le Métayer
[49] precise that “justifications are complete only if they establish a
continuous link between the high-level objectives of the [AI system]
(the applicable norms, for example non-discrimination, reduction
of recidivism rate, or compliance with a given legal requirement)
and its implementation”. The authors also stress that justifications
are “extrinsinc” in the sense that they refer to external norms such
as legal requirements.

However, we argue that acceptable justifications about AI sys-
tems should also take into account descriptive, intrinsic, and accu-
rate information about the “implementation” of AI models, to estab-
lish this “continuous link”. Just like explanations may not always be
sufficient to ensure the legitimacy of AI systems , information about
an AI system’s objectives, design choices, or performance may not
always be sufficient to justify the proper implementation of AI
models. Furthermore, justifications are intended to be challenged
and if they do not rely on factual information about algorithms,
there is a risk that the question of the legitimacy of an AI system
becomes subjective and arbitrary. In their paper about algorithmic
audits, Koshyiama et al. [56] argued that, without explainability, a
decision cannot be duly contested. Explanations may therefore be
insufficient, but are necessary, to provide descriptive, accurate and
faithful information about the behavior of an algorithm on which
to develop a justification.

The list of needs described in Section 4 illustrate why regulators
may need justifications from banks in AML-CFT, whether those rely
on explainability or on other kinds of proof such as documentation
and tests. In AML-CFT, regulators not only assess results but also
processes. Therefore, looking at explanations of the inner workings

of AI systems, even high-level ones [10, 25], may become necessary
not only for banks, but also for supervisors. The needs N1, N2 and
N4 in Section 4 reflect this.

5.2 Considering the limits of explanations
However, current XAI techniques may fall short of regulators’ ex-
pectations to provide accurate and faithful information about AI
system’s inner workings. As outlined in [47, 48], the fidelity, ro-
bustness, and truthfulness of explainability can be limited by the
fact that the many features used by complex algorithms are highly
correlated. This is a well-studied and strong limitation of feature-
based explanations, which make it difficult to comply with legal
requirements to indicate the most important factors in a decision
[48, 97]. This goes back to the question of the reliance of AI sys-
tems on correlations rather than causal relationships. This can be
an issue for measuring model performance as well [48].

Another issue with explanations is that they can be misinter-
preted by their users due to the technical language they usually use.
Ronan et al. call it the “transparency fallacy” when explanations
are not effectively understood. We saw this in the reaction of some
of the participants in this study who were unsettled by the precise
weightings given by the feature importance explanations. Moreover,
as demonstrated by Gerlings et al. [42] and highlighted by some
participants, investigators must have access to sufficient informa-
tion other than explanations, specifically risk scores, or they will
fall into confirmation bias. Supervisors will therefore need to verify
that the context in which explanations are presented to investiga-
tors, or supervisors themselves, takes into account this bias and
mitigates it.

Given their mostly legal background, regulators may also be too
quick to accept these explanations as trustworthy. Moreover, the
argumentative process of transforming explanations into justifica-
tions could be used to the advantage of regulated entities to conceal
technical inaccuracies. For example, Zhou and Joachim [118] inves-
tigate the concept of “malicious justification”. They develop a mali-
cious explanation system that replaces the discriminatory factors
(i.e. race) used by a biased decision model with non-discriminatory
factors to defend the decision. Further, they demonstrate that it
is almost impossible even for auditors, who have access to all the
decisions, to uncover the deception. The authors also highlight
that current explanations do not provide answers to questions like:
“what factors caused the model to predict X instead of Y?”. Yet, as
highlighted in Section 4.3.4, supervisors are likely to need such con-
trastive explanations to establish reprehensibility of failure cases
(N4). As a result, regulators may be in a difficult position to evaluate
the adequacy of explainable methods developed by banks and may
have to develop their own “explainability challenger” toolkit.

5.3 Supporting model performance
measurement and testing

To address the limits of explainability to audit AI systems, specif-
ically regarding fairness, Zhou and Joachim [118] suggest that
system-wide metrics are more useful. This was overall supported
by the supervisors interviewed in this study. In fact, system-wide
evaluation is a pillar in the auditing approaches implemented by the
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AML-CFT supervisor. This is reflected in the role of the document-
based unit: assessing the maturity of banks’ AML-CFT systems, and
in the new challenger model developed for investigations. Supervi-
sors are therefore more likely to continue on that “global” or “local
to global” path, c.f. Section 4.1.

In the field of AML-CFT, however, current metrics to evaluate
the effectiveness of systems are limited, notably because banks
and supervisors do not know the ground truth regarding alerts, i.e.
whether a suspicious case was actually money laundering or not.
Instead, they have to rely on proxies such as number of suspicious
activity reports. The supervisor may have more feedback on the
ground truth through the financial intelligence unit, but perhaps
not to the point that they can calculate the precision of the system,
i.e. true positives reported to the sum of true positives and false
positives. AI’s entry in the industry could represent an opportunity
for the supervisor to get closer to the financial intelligence unit, as
one participant noted.

The consolidation and disclosure of aggregated data such as pre-
cision on the performance of AI models from different banks could
be useful for the regulated entities’ self-assessment and research
purposes. In healthcare, the disclosure of a database of AI-based
medical technologies with regulatory approvals enabled researchers
to point out some AI weaknesses [80]. Further, such initiatives can
help respect the due process rights of regulated entities (N2), while
striking a balance with advancing the fight against financial crime.

However, this approach does not inform on the false negatives of
AML-CFT systems. Challenger models such as LUCIA can do this to
some extent by identifying some crimes that have fallen through the
cracks. However, they cannot fully measure the true proportion of
crime that has not been detected. This calls for relative comparisons
instead of absolute ones, such as comparing banks’ practices or
pre-AI systems as outlined by participants.

Lastly, to verify processes in addition to results, supervisors
in this study have proposed some testing and human oversight
mechanisms. More advanced testing methods however will have
to be developed to prevent risks specific to AI such as drift, dis-
crimination, and over-reliance on AI. Certifications of the model
development were seen as overlapping with supervisors’ role. Dis-
cussions between certification providers and supervisors might
be beneficial to talk about best practices, such as standard models
for documentation [41, 83], or mathematical proofs that a code is
correct, when applicable [49].

In summary, future work could investigate the design of:

• contrastive explanations to help supervisors establish repre-
hensibility of failure cases (N4),

• meaningful sectorial, system-wide, metrics and databases to
compare the efficiency of AI-enhanced systems in relation
to each other or to pre-AI systems (N3),

• meaningful tests for AI to support supervisors in verifying
correct use of XAI (N5), human alignment of decision criteria
(N6) and model drift control (N7).

6 LIMITATIONS
As the scenario-based elicitation task came fairly early in supervi-
sors’ thinking about the use and audit of AI, their responses may
not include in-depth considerations on the issue. The purpose of

this paper was to articulate the needs of supervisors at a time when
the use of AI in AML-CFT and investigations into AI-enhanced
systems are in their infancy. We recognise that their needs may
evolve as AI audits in AML-CFT develop and new regulatory and
case law guidance is issued. Moreover, our research results rely on
the specific scenarios and artefacts we presented to participants.
This may limit the scope and generalisablity of the results. Specif-
ically, we investigated two use cases of AI, which are considered
as the most common and promising in the literature, but other AI
applications exist [17]. We also limited the number of conceptual
explanations and justifications to six to not overwhelm the partici-
pants and to respect their time as volunteers. Other explanations
could be considered in future explorations with regulators. Further,
we described in the methodology section that two workshops were
not recorded due to participants’ concerns; we are aware that this
limits the analysis and findings from those workshops. However,
we were able to conduct a recorded interview with one of the par-
ticipants in an unrecorded workshop, which enabled us to study
the views of this person more closely. Finally, as the first author
who conducted the legal approach has no legal training, the method
remains fairly straightforward, but we did put in place quality con-
trols with another author, who has a legal background, and two
AML-CFT experts. We hope this study demonstrates the feasibility
and suitability of such an approach for HCI practitioners.

7 CONCLUSION
This paper examines a socio-techno-legal supervision system in a
highly-regulated industry, taking the example of the anti-money
laundering and countering terrorism financing domain (AML-CFT)
in France. We draw on 6 workshops with supervisors and bank
practitioners to outline the auditing approaches of AML-CFT super-
visors. We then outline AML-CFT compliance requirements which
raise clear issues with AI opacity, and draw up a list of seven model
justifiability needs for the supervisors, integrating explainability
aspects. In particular, we find that supervisors primarily need to
measure the performance of the AI-enhanced AML-CFT system.
However, supervisors may need contrastive AI explanations to es-
tablish the reprehensibility of sampled failure cases, to verify and
challenge banks’ correct understanding of the AI, and to demon-
strate the legitimacy of their challenger model. These needs are
intricately linked to the regulations that supervisors enforce, hence
the need for a dual interview-based and legal approach. We also
present explanations as having a role of "trial evidence" for justi-
fications. We hope that this work will inform future research to
design AI justifications for regulators.
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AML-CFT Theme Legal reference Is AI opacity a
problem? For which
model?

Why?

Customer knowledge and constant vigi-
lance over business relationships

French Monetary Code
(CMF) Articles L.561-4-1 to
L. 561-14-2

No The update of customer and beneficial owner
databases is not made with AI in the use cases
we are considering.

Risk classification CMF Article L. 561-4-1 Yes for NT Banks need to understand the new typologies
of risk detected by the AI to update their risk
classification.

Calibration / allocation of material and
human resources

CMF Article R. 561-38 Yes for RS Assessing the suitability of AI for prioritizing
alerts

Constant vigilance CMF Article L. 561-6 Yes for NT Justifications might be needed on the training
frequency.

Careful examination: Ability to detect
inconsistencies/anomalies

CMF Article L. 561-6 Yes for NT The relevance of a model can be justified with
performance statistics, but understanding why
an anomaly was not detected is important for
both supervisors and banks.

Processing alerts in a timely manner Sanction Decision BMW
Finance 16/06/23

Yes for NT and SR AI opacity can make reviews longer

Adaptation / completeness of the system
in relation to the risk classification

CMF Article R. 561-12-
1, Sanction Decision Axa
Banque 15/02/23

Yes for NT The alignment between human and machine on
important parameters should be demonstrated

Enhanced vigilance: ability to analyze
risky alerts

CMF Article L. 561-10-2 Yes for SR We need to be able to understand the criteria that
generate a risky alert.

SAR obligation: ability to produce high-
quality SAR when relevant

CMF Article L. 561-15 Yes for SR and NT We need to be able to understand the criteria that
generate a risky alert.

Internal control: incident detection; sta-
bility over time; mastering of the system
(from external service provider); safety
net in case of failure

CMF Article R561-38-4, Or-
der of November 3, 2014

Yes for SR and NT Have to be able to anticipate the model’s behavior
to anticipate plausible incidents; Have to demon-
strate AI behavior does not drift; Have to be able
to demonstrate the control of your system.

Table 3: Summary of the compliance assessment to determine the points in the AML-CFT legislation with which AI opacity
interferes. The assessment wasmade for the two AI use cases presented in Figure 3.1.3. They are denoted here with the acronyms
“SR” for “Risk Scoring” (Scenario 1), and “NT” for “New typologies (scenario 2).
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Participant
ID

Role Years in profession Familiarity with AI
(on a 7 points Likert
scale)

Workshop
and Inter-
view ID

Recorded

P1 Supervisor, document-based control >10 2 W1 Yes

P2 Supervisor, on-site control >10 3 W1 Yes

P3 Supervisor, document-based control Between 1 and 3 3 W2 Yes

P4 Supervisor, document-based control Between 4 and 10 3 W2 Yes

P5 Supervisor, document-based control Between 1 and 3 3 W2 Yes

P6 Supervisor, document-based control Less than a year 3 W3 Yes

P7 Supervisor, document-based control Between 4 and 10 5 W3 Yes

P8 Supervisor, document-based control Between 4 and 10 3 W3 Yes

P9 Supervisor, on-site control Between 1 and 3 7 W4 No

P10 Supervisor, on-site control Between 4 and 10 7 W4, I1 No, Yes

P11 Supervisor, on-site control Between 4 and 10 1 W5 Yes

P12 Supervisor, on-site control Between 4 and 10 3 W5 Yes

P13 Supervisor, on-site control Between 4 and 10 3 W5 Yes

P14 Supervisor, AML-CFT policy >10 6 I2 Yes

P15 Bank, Head of AML-CFT compliance >10 3 W6 No

P16 Bank, Head of data science Between 4 and 10 7 W6 No

P17 Bank, AML-CFT Compliance Officer Between 4 and 10 1 W6 No

P18 Bank, AML-CFT Compliance Officer Between 4 and 10 3 W6 No

P19 Bank, Data scientist Between 1 and 3 7 W6 No

P20 Bank, Data scientist Between 1 and 3 7 W6 No

Table 4: Description of role, experience, familiarity with AI of participants in the study.
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Figure 4: Conceptual justifications shown for the scenario 2 and its example alert. Conceptual justifications for the scenario 1
followed the same format.
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