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Abstract. Enhancing the reliability of natively unstable Physically Un-
clonable Functions (PUFSs) is a major requirement when the PUF is to
generate secret identifiers like cryptographic keys. One traditional method
is to rely on an addition of a public word: the Helper Data. However, it
involves extra complexity and constitutes a vulnerability against attacks
manipulating it. In this work, we show that for PUFs based on oscillations,
such as Loop-PUFs (LPUF) can simultaneously increase the stability of
the PUF's responses and reduce the required amount of helper data to
decrease the complexity and increase the security. We proceed in two
steps: First, we improve the reliability of the LPUF using dynamically
determined repeated measurements and decision process. The number of
repetitions per challenge is automatically tuned according to its reliability
level and measurement window. Second, we investigate lightweight helper
data (less than one byte). Experimental validation of our approach is
carried out on 640 LPUFs to characterize the PUF reliability under
different temperatures. This provides the assessment of the probability
that a given Key Error Rate (KER) is achieved. This, in turn, yields the
probability that there is an oscillator with arbitrarily low KER among
any given number of oscillators. Performances remain notably stable when
subject to increasing temperature.

Keywords: Ring Oscillator PUF - Reliability - Adaptively Controlled
PUF - Sequential Probability Ratio Test - Lightweight Helper Data.

1 Introduction

When using cryptographic primitives, cryptographic keys are at the basis of
encryption, digital signatures, etc., and their security is of utmost importance.
Traditionally, physically adding a key to a device and providing key storage is
delegated to the fabrication plants, assembly factories, and other third parties.
Malicious subcontractors may potentially change, record, or alter the keys provided
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to the device. Furthermore, keys embedded in silicon, or programmed into one-time-
programmable memory can be read-back by reverse-engineering after production.

Physically Unclonable Functions (PUFs) have been introduced to avoid these
problems. Taking advantage of minute manufacturing variations, the PUF gives
a “close to random” response output from a challenge input. Often, however,
the response data of various PUF constructions show some instability: Given a
challenge, the PUF output exhibits some dynamic noise, so that the output for a
given challenge input is not consistently the same. Such noise is essentially due to
transistor-level noise and environmental sources (uncontrollable fluctuations in
supply voltage, temperature variations, etc.).

The idea of using additional helper data to aid in PUF robustness was first
introduced in works by Linnartz et al. [28] and Dodis et al. [12]. However, the
use of helper data has various drawbacks: additional cost, PUF output bias
conditioned on the helper data, manipulation attacks, etc. These act as motivation
for designing PUF's with less helper data.

In this article, we present a method applicable to Ring Oscillator PUFs like
Loop-PUFs (LPUFs) that allows to trade an increase in latency during key
reconstruction to mitigate the problems induced by helper data. For that we
proceed in two steps. First we improve the reliability of the LPUF [6] by adaptively
controlling the number of required oscillations (as hinted in [21]). Second, we
investigate the performances of lightweight helper data (less than one byte).

1.1 Related Works
Four previous works try to enhance PUF reliability without using helper data:

— Che et al. [5] present a physically unclonable function without helper data
based on non-volatile memory. It is nonetheless questionable whether this
construct is a PUF, as it keeps its value even when not powered.

— Wang et al. [43] leverage locally enhanced defectivity of direct self assembly
to generate stable PUFs without helper data. Their construction differs from
classical constructions in that it is not parametric but relies on random but
permanent connection in the hardware layout.

— Herkle et al. [21] present an eye-opening oscillator for arbiter PUFs, which
exploit the dead-zone of the arbiter PUF to decide whether a bit is reliable
or not, and automatically request new oscillations accordingly. Monte-Carlo
simulation with transient noise and 50 repetitions yields an expected Bit Error
Rate (BER) of 9.2-1075 4 7.7 - 10~%. However, this work is not validated
experimentally and does not propose a mathematical model (only heuristics).

— Temporal majority voting improves the reliability of a decision without helper
data [10]. The PUF is repeated a given (odd) number of times and the key is
obtained by majority vote at the bit level. This amounts to using a repetition
code over time.

Fueller et al. [14] proposed a construction for computational fuzzy extractor based
on the learning with error problem. Based on Fueller construction, Herder et
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al. [20] construct a computational fuzzy extractor based on the Learning Parity
with Noise (LPN) computational hardness. As in our work, these constructions
use side information retrieved on the fly as a trapdoor.

1.2 Contributions
This paper has four main contributions.

1. Using a stochastic model, we determine the survival function of the BER of
the ring-oscillator based LPUF consolidating results from Schaub et al. [35].

2. By controlling adaptively the number of repetitions of a given oscillator, we
then improve the reliability of the LPUF at the cost of higher latency. The
reliability of the proposed system can be set by the user. A feedback-based
mode of operation monitors each bits independently and decides when it is
reliable enough in order to minimize the global Key Error Rate (KER). This
formalizes the eye-opening concept used in Herkle et al. [21].

3. We validate our analysis on a hardware implementation on FPGA. We analyze
through experiments on 640 different oscillators and different controlled
temperatures (using a climate chamber) the results of the design.

4. We evaluate performances of a set of different lightweight helper data on our
design, and also present a case where design is used without any helper data.

1.3 Outline

The paper is organized as follows. Sec. 2 recalls the vanilla LPUF design [6]
and introduces our novel adaptive design. Sec. 3 addresses reliability in the
context of LPUF and provides the distribution of the BER. Sec. 4 specifies the
adaptive design threshold function and grounds it theoretically with its relation
to sequential analysis. Sec. 5 integrates our design within a full fledged PUF and
real measurements show that it achieves satisfactory reliability with lightweight
helper data. Namely, we show how to reach arbitrary high reliability.

1.4 Notations

We use the following notations. Random variables are denoted in upper case
and their realizations in lower case. The probability density function (p.d.f.) of a
random variable X is denoted by fx or simply f if not ambiguous. The survival
function is denoted @x or @. The p.d.f. of the standard normal distribution is
denoted by ¢ and its survival function by Q. Vector values are in typeset bold
and sets are denoted with calligraphic symbols. The XOR operation is denoted &
and operates bit-wisely on vector values.

2 LPUF Model

2.1 Model for a Single LPUF (Vanilla LPUF)

Ring oscillator PUF designs were first suggested by Gassend et al. [15,16]. A
number of works followed this design such as [29,30,39,44]. A LPUF [6] is a
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reconfigurable ring oscillator made up of n delay elements. That is, for a fixed
challenge word ¢ € {0,1}" the ring oscillator outputs a noisy observation of the
sum of the configured delays Z?Zl d;, where dj* denotes the corresponding delay
of the i-th element when challenged by a bit ¢; € {0,1}. Typically, each ¢; selects
one of two possible paths, and the delay d;* is modeled as Gaussian with unknown
mean and fixed variance.

The LPUF operates differentially to eliminate part of the noise due to en-
vironmental conditions (temperature, voltage, etc.) and to center the delay
measurements. It measures the delay for both challenge codeword ¢ and its
complementary ¢, and outputs the difference of the two delays. The resulting
LPUF output on challenge word ¢ is A, = Y 1 (df' —df*) = Y (1) A,
where the A; = dY —d} are normally distributed with zero mean and fixed variance
N (6 =0, 72). Typically, the random bit generated by the PUF is B, = sign(A,).

The dynamic noise can be described as flicker noise (a.k.a. 1/ f-noise or pink
noise) which is a low frequency noise arising from the transistor commutation in
the ring oscillator. For simplicity it is considered here to be zero-mean additive
white Gaussian noise (AWGN) N(0, o2).

2.2 System Modeling for LPUF
We consider the following system modeling for the LPUF, that subjects to

1. Randomness measured by entropy: H(S|W) > E (or H.(S|W) > E)
2. Reliability subject to two parameters a, 8: Ppyp(P(S # s\PUF) >a)<p
3. Lightweight: low memory and efficiently computation.

There are four degrees of freedom to optimize these three properties:

Challenge Code. The LPUF is restricted to a given set C = {c1,...,cp} of M
challenges which forms a binary code of length n and size M. In this work
we focus on weak PUF or physically obfuscated key with a small number of
challenges. Rioul et al. [34] show how to select optimally the first M = n
codewords. At most M = n challenges with independent responses can be
selected, and up to equivalence, these challenges are given by the Hadamard
code of length n. The entropy can be increased by selecting more challenges,
yet the orthogonality cannot be preserved anymore. Solé et al. [36] suggested
that selecting the vector that minimizes the deviation from the family of
vector is optimal with respect to the entropy. In the sequel we restrict the
PUF input to 26 = 64 Hadamard challenges for two reasons: (a) it is easy to
construct Hadamard matrices of size 2¢ by iterative tensor product, which
facilitates hardware implementation; (b) LPUF are prone to modeling attacks
(with machine learning techniques) when the challenges are not orthogonal.

Helper Data Algorithms [28]. These include error correcting codes [10], bit
selection [10,35] or even zero-leakage helper data [17,18,38]. From a theoretical
point of view with the framework of secure sketch, fuzzy extractor [12], robust
fuzzy extractor [3,11] and computational fuzzy extractor [14,20] are used.
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Quantization Procedures are used for zero-leakage helper data [18,38], Two-
Metric helper data [9], modelling resistance [37] or to increase entropy [25]. In
this work, for simplicity, we only keep the most significant bit (i.e. the sign)
of the output.

Noise Channel. Assuming a binary symmetric channel (BSC), information
theoretic limits can be derived for the code-offset construction [19,24]. Maringer
et al. [31] suggest an improved model with varying BSC and shows that
channel state information increases the capacity of the PUF by more than
25% compared to the case where no such information is available.

The main objective of this paper is to design an adaptive procedure that modifies
the noise channel to improve the reliability of the LPUF. For this aim, we add
a feedback link to the channel and request retransmissions to achieve a given
reliability constraint. As a byproduct we use less helper data. The system modeling
of LPUF is depicted in Fig. 1 and the generic procedure is described in Alg. 1.

Reproduction
@ ® ) s
Noisy Channel Quantization Information Reconciliation

Enrollment

n delay ® ol ® o]
Llemems Challenge Set A= (4., 4Am) W= (Wi,...,W,)
o S
Quantization

Fig. 1: System modeling of the LPUF

C={er,...,cm}

Algorithm 1: Adaptive LPUF

Data: A threshold function A : N* — R™, a maximal number of repetitions
Tmaz and PUF which can be called by a codeword c¢ of a fixed code C.
Result: LPUF key whose reliability is ensured by A.
1 for ce C do

2 Agee <0 /* Accumulated Measurements */
3 t<« 0 /* Number of measurements */
4 ok + 0 /* Feedback */
5 while not ok do

6 Agee ¢ Agee + PUF(c) /* New measure */
7 t+—t+1

8 ok < (|Aace| > A(t) or t > Tiaz) /* Feedback exit condition */
9 B. + (Agec > 0) /* Final quantization */

10 return (B:)cec

2.3 Hardware Description

The proposed vanilla LPUF design FPGA architecture is depicted in Fig. 2. It
is implemented in a Basys3 board relying on Artix-7 FPGA. We repeated the
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Control PC
[ ] Synchronized to the ring oscillator

Fig. 2: Overview of the experimental PUF hardware implementation. Elements
depicted inside the red area are timed with the ring oscillator as the clock signal.

test on 5 instances of the same board (see Fig. 8). We expect the results to be
consistent with different placement within the same FPGA and with different
FPGAs. Namely even if the signal to noise ratio may differ from one instance to
another the mechanism should work alike. The PUF interface uses the UART
communication with a control PC. The PUF core consists of a single ring oscillator
implemented with 64 5-input LUTs as delay elements. As the delay element
requires only two inputs (the signal to be delayed and the challenge bit), this
leaves three bits, which we call ”pins” subsequently, to configure the 8 delay paths
inside each look-up table. Hence, a single ring oscillator can have 8 different delay
chains by the pins configuration. In Fig. 2, the area shaded in red denotes the
parts of the implementation that are synchronized to the ring oscillator. Registers
and logic outside of the shaded area are synchronized to the system clock of the
FPGA design. The design can be configured with window size 1.5, which defines
the number of LPUF periods the design uses to time the counter (synchronized
to the system clock) interval.

During the ring oscillator measurement, first, a challenge is chosen from the
possible challenges. Its bits are used to configure the delay elements. Then, the
delay loop is activated and the amount of pulses during a given time frame (1)
is counted. Next, the inv bit in Fig. 2 is set, and the inverse of the same challenge
is used to evaluate the ring oscillator loop count. Finally, the difference of the
counts is considered the result of the measurement for the given challenge.

For each Basys3 boards with 16 oscillators and 8 pins configurations and the
control logic, the proposed design required 13585 LUTs slices, 7844 F7 Muxes
slices, 242 F8 Muxes slices and 16 block RAM. The synthesizer tool indicates
that each oscillator requires a power of about 11 mW.
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3 Reliability Analysis

3.1 Reliability of the LPUF

For a fixed challenge c, the bit error rate BE R, of this challenge is the probability
that the bit output flips, and the global key error rate K E'R is the probability
that at least one bit of the key flips. Since the challenges are assumed independent
one has

1
KER=1- H(1 — BER,), BER = 7l ZBERC. (1)
ceC ceC

This shows that at low expected bit error rate the expected key error rate scales
linearly with n. Lemma 1 shows that for a fixed average BER, the KER is
minimized when all bit error rates are equal:

Lemma 1 (Equal BERs). One has KER >1— (1 — BER)" with equality if
and only if all bit error rates BER, are equal.

Proof. Arithmetic-geometric mean inequality applied to the 1 — BER,. a

Our first take-away is that for a fixed average BER we should target uniform
BERs for all the challenges.

The delay difference A, is drawn from N(§,72). The design sequentially
requests new measurements X1, Xo, ... which are i.i.d. N'(A.,o?). The goal is
to decide optimally the sign of A.. This can be reformulated as a Bayesian
statistical hypothesis testing problem: Hy : A, > 0 against Hy : A, < 0. At step
t, Xt = Z§=1 X; is stored and the other measurements X = (X,...,X;) are
discarded without loss of optimality, since X? is an sufficient statistic:

Lemma 2. X! = 3! X; = S(X) is an sufficient statistic of the parameter
0 = sgn(A.).

Proof. Apply the Fisher-Neyman factorization theorem:

foX) =] o Gl exp< % Z(A3+X3)-9|f;|xt>: h(X)ge(S(X)).

The second take-away is that for white noise the optimal decision is based only
on the sum of the past delays. In particular, for an optimal design it is enough
to store this sum. The Bayes decision for the problem is to take the sign of this
statistic. We recall the expression for the expected BER and KER when this
optimal procedure is used assuming that the delays are not biased (6 = 0):

Lemma 3 (Expected BER [35]). The BER and expected BER with t repetitions
obtained with the same derivations as Schaub et al. are

|c|
Vito

where v = 7202 denotes the signal-to-noise ratio (SNR).

BER.(t) = Q(

) E[BER](t) = %aretan( ). (2)

51~
D
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From these expressions we can go further in the analysis by deriving the probability
density function of the bit error rate and its survival function:

Theorem 1 (BER Distribution). The BER p.d.f. is

foeatn) = 20 exp( - L ()1 - ) ®)

If the SNR v = 1 the bit error rate is uniformly distributed in [0, %], else fprpr(0) =
+o00 and fper(3) = 2(ty)~ 2. The bit error rate survival function is

2
%Q (u). (4)

Proof. The survival function is derived from Lemma 3 and the distribution of A..
The p.d.f. is obtained from the survival function by computing its derivative.

ty—o00

Pppr(u) =1 -2Q((t) Q" (u))

Corollary 1. P(BER < a) = 3 for 4t = Q'l(oz)QQ'l(%)‘2 P30 8mQ 1 (a)?372.

Proof. Apply Thm. 1 and Taylor expansion of Q=1 about 1.
The expression of Thm. 1 lead to our third take away:

— First, it shows that the bit error rate distribution does not vanish in % and is

bounded away from 0 by a factor 2(t’y)_%. This ”large tail” is detrimental to
the the PUF. Even with large SNR we cannot get rid of very bad bit error
rate. Increasing the SNR and number of repetitions ¢ is not enough to get rid
of all errors. That is increasing n.,;, is not enough to remove all errors.

— Second, the expression of the survival function enables us to compute the
probability £ that the bit error rate of a challenge exceed a targeted bit error
rate « as shown in Thm. 1. This scales to a n bit key since the probability &,
that the worst bit error rate of the key exceed v is 5, =1 — (1 — 8)" = np.

3.2 Comparison with Temporal Majority Voting

Temporal majority voting is a technique introduced to make a decision more
reliably [10]. It repeats measurements ¢ times and decide the bit by majority
voting. If there are t repetitions and a bit error rate of BER, then the new
corrected error is given by the survival function of the binomial distribution of
parameter n and parameter BER evaluated in 251 [10]. This technique is relevant
when no information about the reliability is available. It is yet sub-optimal for
the LPUF for which a side information on the reliability of the bit is available.
Indeed, for temporal majority voting we have BER(t) = Z?:nT—l (1)BER(1)!(1—
BER(1))"~*, and with our method (Bayes decision), using the equation of Lem. 3,
we have the exponentially better evaluation:BER(t) = Q(vtQ~'(BER(1))).

Our fourth take away is that while temporal majority voting makes sense for
PUF constructions without a ”confidence information” about the PUF outputs
for oscillation based PUF it is preferable to use the optimal strategy based on the
sign of the sum of the accumulated difference.
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4 Sequential Probability Ratio Test (SPRT)

We now refine the previous approach where the PUF estimates the reliability
of the bits on the fly. This requests repetitions for each bit until a certain
reliability is achieved. Instead of fixing the number of repetitions in advance,
the number of repetitions is chosen adaptively to minimize the required number
of sample for a fixed targeted probability of error. The number of repetitions
is not constant, but found as a (S;)-stopping time denoted T which depends
only on (S). The requested quality of service imposes some constraints on 7'. In
particular, the number of repetitions should be bounded and not too long on
average: P(T' < Tyep) = 1 and E[T] < T,p.

4.1 Sequential Analysis
We recall that the posterior distribution of A, given X! is normally distributed:
Lemma 4 (Ex 3.7 [13]). The delay A. given the observation X' = x is

- - - . 2 - _ zr’40%8
normally distributed with mean d;, and variance 77, given by 6, = s
2,2 . . .
and Tf@ = % Interestingly, the posterior variance does not depend on the

observations but only on the prior distribution and the number t of repetitions.

Proof. By factorization under canonical form: Using Bayes’ formula,

a2 N2
IngA\szx(u) X (UT25) + (Ut Zx)

; =u? (172 +to7?) 2u (6772 - 2072) 4cst.
o

-2 -2
Ttz Tt,:cét»l'

This expression can be simplified by making a change of variable as suggested
in [2]. Let to =~ and T' = t + to. The normalised process S; = %\/Ti"s is also
a sufficient statistic; the posterior distribution of A. given S; = s is now given
by 0t,s = "—ST and 7 s = LT From this expression we can compute the posterior

probability of Hy and H; as given in Th. 2.

Theorem 2. One has P(Hy|St = s) =1 —P(Hy|S: = s) = Q(—s) =1—-Q(s),
and In particular the Bayes decision at step t is to decide the sign of A, to be
the sign of Sy and the posterior probability of error is P.(s) = Q(|s|), which
corresponds to a Neyman-Pearson test of Hy against Hy.

Proof. Immediate from Lemma 4.

We recall that Neyman-Pearson test is the most powerful test* at level o to
test simple hypothesis. By Karlin-Rubin theorem [27], it is also universally most
powerful test for composite hypothesis whose likelihood is non decreasing.

The expression of Thm. 2 can help to correct error more efficiently using this
information for soft decoding [10]. It was already observed that for ring oscillator
a confidence information could be re-derived [20]. This is one advantage of the
LPUF over SRAM-PUF for which deriving a probability of error seems harder as
it would require multiple power up.

4 The power of a statistical test is the probability that it correctly rejects Hy.
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4.2 Wald’s Sequential Probability Ratio Test & Constant Boundary

A first approach is to force the probability of error to reach a given level a before
taking a decision as suggested in Sec. 3 with Lemma 1. Using Thm. 2 this is
equivalent to set o > Q(|Sr|) i.e. |XT| > oQ  (a)VT.

Proposition 1 (Square Root Boundary). If A(t) = cQ *(a)y/y~ 1+t in
Alg.1 then the BER of the LPUF is at most a.

This is equivalent to set the likelihood ratio of the two hypothesis to a
given level. We recognize Wald’s sequential probability ratio test (SPRT) [41].
Wald’s SPRT has been proven to be optimal for testing simple hypothesis [42].
If a sequential test achieves the same probability of detection and false alarm
it requires at least as many measurements as Wald’s test. Though, contrary
to Neyman-Pearson test, the optimality result does not extend to composite
hypothesis testing. This indicates that the procedure can be improved. For the
LPUF, the SPRT is truncated since T' < T4, is imposed. As a consequence, the
bit error rate is higher since a proportion 3 of the challenges is not stabilized with
the SPRT as they require more than T;,,, measurement repetitions on average.
This proportion is 8 =1 — QQ(U\C}T;:?)) ~ 2‘71%;;:’)2. It is useless to decrease
further « if a high proportion of the challenges cannot be stabilized. If we target

—1
8 ~ «a, we obtain that we should have T},,, = %‘TQT@

The simplest sequential test to implement is the constant boundary. The
probability 8 that the expected measurement time for a challenge exceed Typnqq is

B=1-20(570) ~ w1

4.3 Improving the Boundary

Both Wald SPRT test and the constant boundary are sub-optimal solutions. Some
works to test the sign of the mean of a Gaussian process or to test the sign of the
drift of a Wiener process already exists [2,4,7,8]. These works explores diverse
prior assumptions, and loss functions. The main approach is to consider this
problem as a Markov decision problem where the terminal cost function is the
probability of error with a constant sampling cost ¢ > 0 and to approximate the
process as a drifted Wiener process. With the recursive equation provided in [2]
we computed an approximation of the optimal solution in the finite horizon case
for different sampling cost as shown in Fig. 3. If Wald’s test was optimal, then the
solution in the s state would be a constant. Results show that this is not the case.
If we look at the x state representation, we observe that the optimal boundary
increases rapidly to a maximum and then decreases slowly to zero. Moreover, the
horizon T}, does not affect the shape of the boundary.

Bather [2] shows that an asymptotic for the optimal boundary is (87rct)_%
for large values of ¢. Chernoff [4,7,8] obtains a similar first order term with a
terminal cost function proportional to the amplitude of the drift/delay.



Reliability of Ring Oscillator PUF's with Reduced Helper Data 11

25 — c=2x1073,T,
c=3x107,T,

—— €=5%x107, T =10° 1 —

2.0 —— €=3%107, Tpau=3x10° —— €=3x107, Tpu=3x10°

— =107, T =10% 1 — =107, Tpay=10%

—— €=2x107, Tpa=3x10° €=2x1073, Tpa =3 x10%

Process x(t)
IS

w

Normalized Process s(t)

0.5

00 o]

0 500 1000 1500 2000 2500 3000 0 500 1000 1500 2000 2500 3000
Number of Measurements ¢ Number of Measurements t

(a) Results in the s state space represen- (b) Results mapped back into the X* state
tation. space representation.

Fig. 3: Results with dynamic programming for different sampling costs and horizon.

5 Combining with Lightweight Helper Data

We repeat the vanilla LPUF measurement 10 to verify how the output changes
over the time and show the results in Fig. 4. We see that the responses are
stable in time and perturbed by noise. We can visualize when errors happen i.e.
when the trajectory for a given challenge crosses the line y = 0. We consider two
different window-sizes ni, = 2'2,2'° and observe that even by multiplying the
window-size by 27 the LPUF output is not stabilized even if the results improve.
These results have to be compared with the result of the adaptive design for both
boundaries. Compared to the classical design where increasing n.,;, “scales” the
LPUF outputs the new design “push away” the delay difference close to zero. On
two sub-figures on the right we see that their remain some bits that could not be
stabilized by the design. In the first case (square root boundary) there was not
enough measurements for the delays. As some errors persists we investigate a set
of small helper data.

5.1 Bit Flipping

The posterior probabilities of error can be used as a side information to construct
the list of the k£ most likely key from the PUF outputs. We validate this approach by
computing the expected number of guesses necessary to find the correct key. This
quantity is known as guessing entropy and introduced by Massey for cryptographic
purposes [32]. Using the lower bound of Arikan [1] improved by Rioul [33] we
obtain when y # 1, gty (1+4f;° 0(6)/Q(67)Q(=3,7) d5)" < GE <

S (144 [7¢(8)/QUMQ(—d,/7) dd)" + 1. For v = 3-10% 5-10? and 10° it

follows that 47, 18 and 7 trials are respectively required on average.

5.2 Correction With Few Bits of Parity

We suggest to use few bits of parity to improve the reliability of the LPUF design.
The syndrome of the PUF output is stored as a helper data [10,12]. A code offset
construction would work as well but it would require to store a whole code-word as
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helper data. The experiments performed in this section are computed with the 64
challenges of 5 Basys 3 FPGA boards with 16 independent LPUF implementations
in parallel using 8 different internal routing configurations. As a reference Van
Herrewege et al. [22] use a [255,21,¢ = 55]s BCH code with 234 bits of helper
data correcting up to 55 errors for a key of length 255.

Parity Check Code The parity check code requires a single bit of redundancy.
Since its minimal distance is 2, it can detect one error but cannot correct any.
However, the parity check code can correct one erasure. We erase the least reliable
bit using the reliability information of the LPUF and correct this erasure. This is
related to the idea of soft decoding for PUF as suggested by Delvaux et al. [10].
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Fig.4: Example of results of the LPUF design with two types of boundary
thresholds.
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Parity Check Codes in Parallel (PCP) The n bits output of the LPUF is
split into N (where N divides n) blocks of size N/n, and a parity check code
in each block is applied . The idea of codes in parallel was first suggested by
Delvaux et al. [10]. This scheme requires N bit of parity. We apply the decoding
procedure for a parity check code in each of the N blocks. We tried this approach
with N € {1,2,4,8,16} blocks.

Single Error Correction Double Error Detection (SECDED) code. We
can consider a SECDED code [23] which requires 8 bits of helper data. We consider
a SECDED code of length 64 punctured from the [127,120, 3]s Hamming code
and extended with a parity check equation. In particular, the minimum distance
of this code is at least 4. For this approach we investigate two different decoders.

The first decoding procedure (SECDED-ALG) is as follows. We compute the
syndrome of the reproduced keys and xor it with the helper data. If there is no
error we return the key as is. Else there are two cases:

— If the last parity-check bit is a one, there is an odd number of error. If the
syndrome correspond to a one error pattern, the bit indicated by the syndrome
is flipped. Else, there is a least three errors. A pair of unreliable bits is flipped
until a one error pattern is found.

— If the last parity-check bit is even, there is an even number of errors. One
unreliable bit is flipped until the syndrome corresponds to a one error pattern.

The second decoding procedure (SECDED-ML) does not exploit the algebraic
structure of the code. It enumerates key candidates ”by decreasing order of
likelihood” until a syndrome without error is found as already suggested in [10].
This second option provides better results but requires a bit more computations.
It differs from [10] exhaustive enumeration in that we try key candidates by
decreasing likelihood. As the guessing entropy computed in the previous section
is small, the computation overhead is limited on average contrarily to a naive
exhaustive enumeration.

Hash of the key ? For the SECDED code we suggested an exhaustive search
decoder which does not use the algebraic property of the code. The code structure
is not compulsory to correct the PUF output. As a proof of concept, we verify that
the key can be found if the a hash of the key (SHA256) is stored as helper data.
This is not information theoretic secure but computationally secure if the hash
function is one way. The underlying idea is to consider cases where successive keys
in a list can be tried. For instance, if the key is used to decrypt and AES-GCM,
different keys can be tried until success. The main issue here is that this implies a
larger computational overhead. In a sense, this is a computational fuzzy extractor
scheme. Eventually, the construction based on the LPN problem would be more
relevant here. Sieving a list of key candidates with a “tag” was first suggested by
Dodis [12], our suggestion differs in that we don’t sieve a list obtained by the list
decoding of a code but rather sort the key candidates by decreasing likelihood.
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Configuring the LPUF in the Most Favorable Pin Configuration The
LPUF design is a re-configurable ring oscillator whose delay elements are imple-
mented by LUT-5. 2 wires are used for the challenge and output which leaves 3
wires for configuring the LPUF (8 configurations). One way to improve the LPUF
results is to use the most favorable pin configuration out of m configurations. For
an ASIC implementation, we could consider the best oscillator among a list of
different oscillators. This selection has two beneficial impacts on the design. It
reduces the key error rate, and also reduces the latency of the design.

5.3 Key Error Rate of the Adaptive Design

The performance is estimated with 1000 iterations for the 640 available oscillators
with Ny, = 2'9 and maximum 300 repetitions. Experimental results are shown
in Fig. 5 and 6.

The average KER obtained at 30 degrees is about 0.37 without any helper
data, 3.1 x 1072 with SECDED-ML and 6.4 x 1073 with a tag (SHA256). If
we choose the best pin configuration among the 8 pins configuration the KER
reduces to 1.5 x 1073 with SECDED-ML. The figures can be read as follows:
by looking for a given targeted KER on the y-axis we obtain on the z-axis the
probability that an oscillator achieves a KER lower than the targeted KER. For
instance, for SECDED-ML the probability that the KER is lower than 1073 is
little less than 0.8. The ideal case corresponds to a vertical line in w = 1 and the
worst case corresponds to the horizontal line y = 1. It happens that some vertical
curves super-impose in the final vertical line (in Fig. 6).

We do not observe significant changes in performances between the square-root
boundary and the constant boundary. Hence we advocate to use the simpler
constant boundary as introduced by Herkle et al. [21]. Tt is interesting to observe
that despite higher temperature should increase the KER because of larger noise
variance the performances are barely affected by the temperature. This shows
that the proposed design compensate well larger temperature by dynamically
adapting the number of required repetitions to achieve the targeted reliability.
Selecting the most reliable oscillators among a list of m oscillators enables to
reduce arbitrarily the KER as shown in Fig. 6. Equivalently, discarding bad
oscillators greatly improves the performances. At 30 degrees with SECDED-ML
the average KER of the 79% best oscillators reduces to 103.

Admittedly, removing all helper data while maintaining a very low key error
rate seems impossible in general. The proposed design has some limits:

— The impact of repetitions on low frequency noise is limited. Especially its
impact on the Pink noise arising from transistor commutations is limited.
— We do not claim that the design prevent errors due to unstable power supply.

The number of measurements at 30 degrees is shown in Fig. 7. The average
number of repetitions is approximately 81 (and increases to 83 at 60 degrees).
Most of the challenges are stabilized in a first bump. Then we observe a final
bump at T},4, = 300 which corresponds to challenges that could not be stabilized
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Fig.5: KER of the design under different temperatures with light HDAs.

and reached the maximum number of repetitions. If we increase T},q., the height
of this bump (and the KER) would decrease at the cost of a larger latency.

6 Conclusion

We present a methodology to make a robust ring oscillator PUF. This method
reduces the BER at the cost of a longer latency but is founded theoretically on
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sequential analysis and validated experimentally with measurements on an FPGA
board. We investigate a set of lightweight helper data and show that the key error
rate can decrease further. In some practical use cases, the LPUF can even be
used ”without any helper data” provided that a signature or a valid hash with
the enrolled secret is available.

There remain multiple aspects to investigate for future works. For example,
the impact of correlated noise on the errors and the optimal boundary. The energy
consumption could also be studied as in the one hand repeated measurements
lead to more energy consumption, but on the other hand we limit post-processing.
Depending on the device constraints there should exists an optimal trade-off to
exhibit. Potential side-channel attacks are also left as perspectives. In particular,
it should be confirmed that the fact that this design is not constant time is
not a problem in this case (timing attack). Further, it would be interesting to
know whether the repeated measurements facilitates power or electromagnetic
side-channel attacks. As the response is not stored in a flip-flop until the decision
is made the effect on side channel attack at the output should be benign. Though,
one may identify if a challenge is stable through its corresponding measurement
time. Still an efficient countermeasure against side-channel has already been
proposed and discussed in [40].

The python code used for the analysis is available at [26].



Reliability of Ring Oscillator PUFs with Reduced Helper Data 17

A Experimental Setup

Fig. 8: Initial experimental setup with 6 boards at room temperature.
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