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How to theoretically model side-channel attacks, e.g., with an information theoretic model?
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Web side-channel scenarios

Scenario: search using encrypted Wi-Fi WPA/WPA2.

Example: user types "list" on a WPA2 laptop.

Consequence: Anybody on the street knows our search queries.

Attacker's effort: linear, not exponential. ....